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Purpose

This procedure attachment serves to summarize and clarify the assignments for 
reporting significant events to the Department of Energy (DOE), the North American 
Electric Reliability Corporation (NERC), and the Western Electricity Coordinating 
Council (WECC).  

Background

The DOE, WECC and NERC require certain mandatory reports for electric 
emergency incidents and disturbances in the United States.  

The DOE requires that the Electric Utility that operates a Balancing Area and/or 
Reliability Coordinators and other Electric Utilities report incidents using DOE 
Form OE-417, “Electric Emergency Incident and Disturbance Report”.  

NERC Standard EOP-004-1, “Disturbance Reporting”, requires that Reliability 
Coordinators, Balancing Authorities, Transmission Operators, Generator 
Operators, and Load Serving Entities shall file the required reports to their 
Regional Reliability Organization and NERC.  Reporting requirements are met by 
filing a DOE OE-417 report or the NERC Interconnection Reliability Operating 
Limit and Preliminary Disturbance Report form, and copying WECC on the 
filings.

The attached table lists the reportable events detailed in EOP-004-01; corresponding 
to each type of event is the organization that should report the incident, additional 
guidance, and clarification of responsibilities.

`

General Principles

�x In general, the organization that operates an asset should report operational 
incidents, whereas the organization that owns the asset should report physical 
damage (e.g. the ISO is probably best suited to report transmission events, 
especially those across multiple service territories, whereas utilities are best 
suited to report transmission sabotage events, etc).

�x To the extent that time allows, collaborate, especially when multiple
organizations have critical data and information about an incident.

�x Err on the side of over-reporting.  The DOE does allow submittals by several 
organizations for a single incident.
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Reporting Responsibility

�x If a DOE OE-417 report is NOT filed, NERC requires that an IROL-Preliminary 
Disturbance Report is filed, when appropriate. If a DOE OE-417 report IS filed, 
WECC and NERC must receive a copy of the reports at the time of filing.

�x In general, the reporting responsibility belongs to the organization identified 
herein.  Where multiple organizations have pertinent data or information, or 
where responsibility is unclear, managers from the respective organizations shall 
contact one another to reach agreement on who submits.

�x When an organization other than the ISO reports, CC a copy to the 
California/Mexico Reliability Coordinator (mailto:cmrc@caiso.com)and the 
CAISO Emergency Response Coordinator (mailto:erc@caiso.com).

DOE OE-417 Incident Reporting 
Responsibility

Notes

1) “Uncontrolled loss of 300 MW or 
more of firm system loads for more 
than 15 minutes from a single 
incident”

 ISO
 PTO
 UDC
 MSS
 SC

Reported by the organization that 
experiences the loss of firm load.

2) “Load shedding of 100 MW or 
more implemented under emergency 
operational policy”

 ISO
 PTO
 UDC
 MSS
 SC

CAISO reports if CAISO initiates manual 
load shedding, UDC/PTO/MSS reports if 
they initiate load shedding.

3) “System-wide voltage reductions 
of 3 percent or more”

 ISO
 PTO
 UDC
 MSS
 SC

(Interpreted to suggest a purposeful 
reduction for managing loads rather than 
low voltage caused by high loads.)  
CAISO reports if CAISO initiates 
reduction, UDC/PTO/MSS reports if they 
initiate reduction.

4) ”Public appeal to reduce the use 
of electricity for purposes of 
maintaining the continuity of the 
electric power system”

 ISO
 PTO
 UDC
 MSS
 SC

CAISO reports if CAISO issues appeal, 
UDC reports if UDC issues appeal or MSS 
reports if MSS initiates.  Separate reports 
shall be made from each if multiple appeals 
are made. 

mailto:cmrc@caiso.com
mailto:erc@caiso.com
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DOE OE-417 Incident Reporting 
Responsibility

Notes

5) ”Actual or suspected physical 
attacks that could impact electric
power system adequacy or 
reliability; or vandalism which 
targets components of any security 
systems”

 ISO
 PTO
 UDC
 MSS
 SC

Reported by organization physically 
attacked.  For attacks impacting multiple 
organizations, each attacked/infected 
system owner shall submit report.

6) ”Actual or suspected cyber or 
communications attacks that could 
impact electric power system 
adequacy or vulnerability”

 ISO
 PTO
 UDC
 MSS
 SC

Reported by attacked/infected systems 
owner.  For attacks impacting multiple 
organizations, each attacked/infected 
system owner shall submit report.

7) ”Fuel supply emergencies that 
could impact electric power system 
adequacy or reliability”

 ISO
 PTO
 UDC
 MSS
 SC

CAISO would also report if fuel supply 
emergency affected bulk electric system
supply and was known to the CAISO. 

8) ”Loss of electric service to more 
than 50,000 customers for 1 hour or 
more”

 ISO
 PTO
 UDC
 MSS
 SC

Reported by the organization that 
experiences interruption to customers.

9) ”Complete operational failure or 
shut-down of the transmission 
and/or distribution electrical 
system”

 ISO
 PTO
 UDC
 MSS
 SC

Transmission Failure/Shutdown reported 
by the CAISO who will collaborate with 
Transmission Operator.  Any Distribution 
Failure/ Shutdown reported by UDC/MSS.

10) Electrical System Separation 
(Islanding) where part or parts of a 
power grid remain(s) operational in 
an otherwise blacked out area or 
within the partial failure of an 
integrated electrical system"

 ISO
 PTO
 UDC
 MSS
 SC

CAISO will report for Balancing Area 
event.  UDC/MSS will report for local 
events in their service territories.
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�x If a DOE OE-417 report is NOT filed, NERC requires that an IROL-Preliminary 
Disturbance Report to be filed, when appropriate.  While there are some 
similarities in Incident and Threshold for each report, there are some items that 
are exclusive to the NERC IROL-Preliminary Disturbance Report.

�x When an organization other than the ISO reports, CC a copy to the 
California/Mexico Reliability Coordinator (mailto:cmrc@caiso.com).

NERC Report Incident Reporting 
Responsibility

Notes

1) Loss of a bulk power 
transmission component that 
significantly affects the integrity of 
interconnected system operations1

 ISO
 PTO
 UDC
 MSS
 SC

CAISO will report. If the event causes 
PTO/UDC/MSS to identify valuable 
lessons learned or identify non-compliance 
with NERC standards or policies (see 
footnote C and D), utility will contact 
CAISO for joint report. 

2) Interconnected system separation 
or system islanding, or both.

 ISO
 PTO
 UDC
 MSS
 SC

If the separation or islanding event occurs 
within the PTO/UDC/MSS service 
territory, then they will report.  All other 
events will be reported by the CAISO.

3) Loss of 2,000 MW of generation 
or greater

 ISO
 PTO
 UDC
 MSS
 SC

4) Loss of 300 MW firm system 
demand for more than 15 minutes 
due to equipment failures/system 
operational actions

 ISO
 PTO
 UDC
 MSS
 SC

Reported by the organization that 
experiences the loss of firm load.

                                                
1 Generally, a disturbance report will be required if the event results in actions such as:
a. Modification of operating procedures.
b. Modification of equipment (e.g. control systems or special protection systems) to prevent reoccurrence of the 
event.
c. Identification of valuable lessons learned.
d. Identification of non-compliance with NERC standards or policies.
e. Identification of a disturbance that is beyond recognized criteria, i.e. three-phase fault with breaker failure, etc.
f. Frequency or voltage going below the under-frequency or under-voltage load shed points.

mailto:cmrc@caiso.com
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5) Firm load shedding of 100 MW 
or greater to maintain continuity of 
bulk system

 ISO
 PTO
 UDC
 MSS
 SC

CAISO reports if CAISO initiates manual 
load shedding, PTO/UDC/MSS reports if 
they initiate load shedding.

NERC Report Incident Reporting 
Responsibility

Notes

6) Any action taken that results in:

�x Sustained voltage excursions 
equal to or greater than +/-10% 
or 

�x Major damage to power system 
components, or

�x Failure, degradation, or 
misoperation of system 
protection, SPS, RAS, or other 
operating systems that do not 
require operator intervention, 
which did result in, or could 
have resulted in, a system 
disturbance as defined by steps 
1 through 5 above.

 ISO
 PTO
 UDC
 MSS
 SC

If caused by CAISO then CAISO will file 
the report, in conjunction with affected 
utility, if appropriate. If caused by 
PTO/UDC/MSS, then PTO/UDC/MSS will 
report, in conjunction with CAISO, if 
appropriate.

7) IROL Violation (Reliability 
Standard TOP-007)

 ISO
 PTO
 UDC
 MSS
 SC

Abbreviations

CAISO California Independent System Operator

PTO Participating Transmission Owner

UDC Utility Distribution Company

MSS Metered Subsystem (Operator)

SC Scheduling Coordinator
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