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1 OVERVIEW

1.1 PURPOSE

This document specifies how an automation tool can access and interact with the California 
ISO's meter data application, OMAR-Online.  The document outlines how an automation tool 
can communicate with OMAR-Online to download meter data in MDEF or CSV file formats.

Two other documents are available that specify how an automation tool can submit meter 
data files and access file submission status.

An automation tool for downloading meter data is not provided as part of the OMAR-Online 
application.  This document specifies how a Market Participant's automation tool would need 
to interact with the OMAR-Online application to obtain meter data information.

1.2 GENERAL APPLICATION REQUIREMENTS

A tool developed to perform automated tasks with the OMAR-Online application must meet 
the following general requirements.

1.2.1 SSL Communications

The automation application must perform Secure Socket Layer (SSL) 
communications with the OMAR-Online application.  

1.2.2 Cookies

The automation application must support cookies.

1.2.3 Software Digital Certificate

The OMAR-Online application uses software digital certificates for user 
authentication.  The software digital certificate must be properly installed in the 
Internet Explorer, version 6 browser on the workstation used to access the OMAR-
Online application. The software digital certificate provides authentication for all 
data submitted to OMAR-Online.

Reference RFC 2459 - Internet X.509 Public Key Infrastructure Certificate and CRL 
Profile for more information on certificates and PKI authentication.

1.2.4 Internet Browser

The OMAR-Online application must be accessed via Internet Explorer, version 6. 
Other web browsers have not been tested and are not supported by the CAISO.
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1.3 SECURITY REQUIREMENTS

Due to the sensitive nature of the meter data, the security requirements are even more 
stringent for users with extended login sessions.  OMAR-Online users needing extended 
logon sessions must sign the Network Connectivity Security Agreement form in order to 
assure CAISO they are taking the appropriate precautions to protect the connecting device.  
Any company connecting directly to any CAISO network must sign this form.  The 
Information Security Department, upon request by Market Participants identifying they 
require extended logon sessions, will send them the Network Security Connectivity Form.

2 MANUAL PROCESSES

The secure connection to the OMAR-Online application must be established as a manual process.  

Your particular browser settings may require additional steps. 

A user with a valid software digital certificate must login to the OMAR-Online application by 
following these steps:

1 Open an instance of Internet Explorer (see requirements in section 1.2.4.).  

2 Make a SSL connection (https) to the following PRODUCTION  URL to create the login session:
https://omar-online.caiso.com

Or, make an SSL connection (https) to the following STAGING  (external testing)URL to create 
the login session: https://omar-onlinestage.caiso.com

3 Your browser security may require you to acknowledge a Certificate Name Check.  If so, click on 
the Continue button.

4 In the “Select a Certificate” window, select your OMAR–Online software digital certificate and 
click on Continue.

5 If your browser certificate database is password protected, you will next be prompted to enter that 
password, which you selected and maintain.

The login session will be established if the user has selected a valid certificate.  The login session will 
terminate if the browser is closed or power to the system being used is interrupted.

3 FILE DOWNLOAD AUTOMATION

This section defines the process used for downloading meter data through the OMAR-Online 
application using a Market Participant's automated tool.
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3.1 MAKE URL CONNECTION

Below are the formats for the request URLs that identify parameters submitted to OMAR-
Online by the automation tool in order to download a meter data file.  The automation 
application should submit the URL to OMAR-Online, which queries the database for the 
meter information requested.  OMAR-Online builds a response object that contains the meter 
data.  The automation application needs to write the response object to disk with the 
appropriate file extension to create a CSV or MDEF file. 

3.1.1 Meter Data Download with CSV Format

The lines below are shown wrapped.

3.1.1.1 FOR A RESOURCE

https://omar-online.caiso.com/getSQMDCsvForDownload.jsp?
datasourceType=SQMD&startDate=MM/DD/YYYY
&requestedFormat=download&groupOrMeter=meter&endDate=MM/DD/
YYYY&selectedMeters=MSID&fileFormat=CSV&timeType=PST

3.1.1.2 BY GROUP

https://omar-online.caiso.com/getSQMDCsvForDownload.jsp?
datasourceType=SQMD&startDate=MM/DD/YYYY&requestedFormat=do
wnload&groupOrMeter=group&endDate=MM/DD/YYYY&selectedMeters
=GROUP_ID&fileFormat=CSV&group=GROUP_ID&timeType=PST

A sample request URL for group downloading in the CSV format is as 
follows:

https://omar-online.caiso.com/getSQMDCsvForDownload.jsp?
datasourceType=SQMD&startDate=07/05/2001&requestedFormat=d
ownload&groupOrMeter=group&endDate=07/05/2001&selectedMete
rs=GROUP_ID&fileFormat=CSV&group=123&timeType=PST

The same URL broken into individual components makes it easier to 
identify each parameter:

https://omar-online.caiso.com/getSQMDCsvForDownload.jsp?
datasourceType=SQMD&
startDate=07/05/2001&
requestedFormat=download&
groupOrMeter=group&
endDate=07/05/2001&
selectedMeters=123&
fileFormat=CSV&
group=123&
timeType=PST
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3.1.2 Meter Data Download with MDEF Format
The lines below are shown wrapped.
3.1.2.1 FOR A RESOURCE

https://omar-
online.caiso.com/getMDEF.jsp?datasourceType=SQMD&startDate=MM/
DD/YYYY&requestedFormat=download&groupOrMeter=meter&endDate
=MM/DD/YYYY&selectedMeters=MSID&fileFormat=MDEF&timeType=P
ST

3.1.2.2 BY GROUP

https://omar-
online.caiso.com/getMDEF.jsp?datasourceType=SQMD&startDate=MM/
DD/YYYY&requestedFormat=download&groupOrMeter=group&endDate
=MM/DD/YYYY&selectedMeters=GROUP_ID&fileFormat=MDEF&group
=GROUP_ID&timeType=PST

3.1.2.3 PARAMETER DEFINITIONS

The following table has a description of each of the parameters in the 
URL and possible valid values.

Parameter Possible Values 
(within single quotes)

requestedFormat 'download'
datasourceType 'SQMD'
groupOrMeter 'group' or 'meter'
selectedMeters [id of group] or [msid of 

resource]
startDate start date [MM/DD/YYYY]
endDate end date [MM/DD/YYYY]
timeType 'PST' or 'DST'
fileFormat 'MDEF' or 'CSV'
group [id of group] or '' (null) for 

downloading by resource.

Note: when downloading by group, the "group id" for the selectedMeters
and group parameters must match.  When downloading by resource, the 
group parameter should be left null.

The following date range limitations exist for the startDate and endDate 
requested:

groupOrMeter Value Date Range Limitation

group 1 day
meter 31 days
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3.1.3 Automation Tips
3.1.3.1 STATEFUL SESSION WITH HTTP REQUESTS AND RESPONSES

Depending on the tool used to automate, some cookie attributes such as 
“Version” may also require appropriate handling.

For example, per RFC 2109, HTTP State Management Mechanism, 
February 1997, http://www.ietf.org/rfc/rfc2109.txt “...the Version attribute, a 
decimal integer, identifies 
to which version of the state management specification the cookie      
conforms.  For this specification, Version=1 applies.”

3.1.3.2 COOKIES

Obtain the cookie information by connecting to the authentication page 
(https://omar-online.caiso.com/fr_top.jsp for the production environment) 
and use the cookie in subsequent requests for downloading data.

The tool must obtain the correct cookie, the first one, for use in subsequent 
requests for downloading data. 

A code sample is provided on the following page.
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Obtain First Cookie Code Sample:

Note: The CAISO makes no guarantees that this sample code will work for 
your automation efforts.

// Load in client certificate through key manager to enable client authentication
SSLSocketFactory factory = null;
SSLContext sslContext;
KeyManagerFactory keyManagerFactory;
KeyStore keyStore;
char[] passphrase = keyStorePasscode.toCharArray();

sslContext = SSLContext.getInstance("SSL");
TrustManager[] tm = {new RelaxedX509TrustManager()};
keyManagerFactory = KeyManagerFactory.getInstance("SunX509");
keyStore = KeyStore.getInstance("pkcs12");
keyStore.load(new FileInputStream(keyStoreFile), passphrase);
keyManagerFactory.init(keyStore, passphrase);
sslContext.init(keyManagerFactory.getKeyManagers(), tm, new 
java.security.SecureRandom());
factory = sslContext.getSocketFactory();

String site = "https://omar-online.caiso.com/fr_top.jsp";

URL url = new URL(site);
HttpsURLConnection connection = (HttpsURLConnection)url.openConnection();
connection.setSSLSocketFactory(factory);
connection.setDoOutput(true);
connection.setDoInput(true);
BufferedReader in = new BufferedReader(new 
InputStreamReader(connection.getInputStream()));
String inputLine;
while ((inputLine = in.readLine()) != null) {
      //System.out.println(inputLine+"\n");
}
in.close();
String cookie = "";
String headerKey = "";
String headerString = "";
int kcnt = 1;
while ((headerKey = connection.getHeaderFieldKey(kcnt)) != null) {
      headerString = connection.getHeaderField(kcnt);
      if (headerKey.equals("Set-cookie")) {
           cookie = headerString;

break;
      }
      kcnt++;
}
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3.2 URL DETERMINES FILE TYPE

Part of the URL passed to OMAR-Online identifies a program to perform the download.  The 
JSP program identified in the URL directly after the server name determines which file type 
is produced in the response object.  The table below identifies the JSP program names and the 
associated files that they produce.

https://omar-online.caiso.com/[program_name.jsp]?[additional_parameters]

JSP Program Name Meter File Produced
getMDEF.jsp MDEF files
getSQMDCsvForDownload.jsp CSV files

3.3 READ THE RESPONSE OBJECT AND CREATE A DATA FILE

The response contains a binary file format that conforms to the MDEF or CSV specifications, 
depending on which format you request.  The automation tool needs to write the response 
object to disk with the appropriate file extension.

3.4 TIMING CONSIDERATIONS

Once a data file is successfully submitted, please allow time for the file's contents to pass 
numerous validations before the data is truly loaded into the system.  Another consideration 
involves CAISO's internal processes and system interfaces.  Data that has been submitted, but 
is late and not internally loaded may be delayed due to other processes, such as the daily 
processing of meter data for other interfacing systems.  This could delay final processing of a 
submitted meter data file by one hour or more.  Another example of delayed processing 
involves numerous Market Participants submitting many data files within the same 
timeframe.

These timing considerations are important if your system also automates the submission of 
meter data.  Please see the OMAR-Online Meter Data File Submission Automation 
Specification for details.


